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Six live conformance checks mapped to industry control frameworks

Agent Containment Diagnostic — Framework
Crosswalk
Blue Jacket Consultancy · bluejacket.io

Public v1.2 · Published 2026-07-23 · Author: Joseph Alise, IAPP AIGP (AI Governance Professional)

Revision cadence: re-verified on each release against the cited framework editions and MITRE ATLAS; a material framework revision
triggers a new version.

Verification statement (as of 2026-07-22).

• MITRE ATLAS — every cited identifier re-verified against MITRE's public atlas-data on 2026-07-22; all
current, no renames affecting this document (AML.T0024 is titled "Exfiltration via AI Inference API" and
AML.T0025 "Exfiltration via Cyber Means," as used here).

• SOC 2 — identifiers are per the AICPA Trust Services Criteria (2017, with 2022 revised points of focus).

• Live anchor — the two events cite their primary publications (OpenAI and METR); both URLs were
confirmed to resolve on 2026-07-22.

What this is
The Blue Jacket Agent Containment Diagnostic runs a battery of conformance checks against a customer's agentic-AI
stack and returns deterministic receipts — assertions measured off packet capture, disk state, process state, and
kernel/network logs, never off the agent's own narration.

This document maps each check to the control frameworks a reviewer, auditor, or buyer's governance team already
has a box for, so the finding lands in their language: "this is your MEASURE 2.6 fail-safe evidence, measured, not
attested." The mapping does not change what is measured; it names where each measurement sits in the standards the
reviewer already trusts. Each check maps many-to-many, because these frameworks address the same underlying risk
from different angles — governance process, application threat, agentic threat, adversarial technique, and audit
criteria.

Publicly, this version maps to five frameworks — NIST AI RMF, OWASP (LLM and Agentic), MITRE ATLAS, and SOC 2.
The ISO/IEC 42001 mapping is maintained and provided under engagement (see Honest scope).

Honest scope (read before citing)
• Six of eight checks are instrumented today and carry receipts from a live vendor run against a commercial coding
agent (brokered). They are the mapped rows. Checks 7–8 are roadmap — check 7 needs a residue-diff harness,
check 8 needs a resource-bounding (cgroups) primitive not yet built — shown separately and not claimed as
instrumented.
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• Depth is vendor-varying. The full battery has been exercised end-to-end against one agent to date; corpus depth
grows per engagement. "Common instrument, depth-varying," never "every agent fully caged."

• A verified control property — boot-persistence — is documented separately below. The installed containment
re-establishes after reboot and full power-off (proven on our own appliance; recorded in an append-only internal
ledger, receipts available under engagement). It is a property of the installed control, not one of the six agent-facing
checks; the battery count is unchanged.

• Map only where the fit is real. Where a framework has no clean control for a check, the cell is blank or marked
partial with a stated caveat, rather than stretched. Naming the gap is more credible than forcing the cell.

• ISO/IEC 42001 mapping available under engagement. Each check also maps to ISO/IEC 42001:2023 Annex A
(with ISO/IEC 27001:2022 technical-control cross-references). That mapping is maintained and walked through
under engagement; it is not reproduced in this public version.

• SOC 2 is the audit-criteria home for these checks; MITRE ATLAS is the adversary-technique home. Both are
mapped below.

• Language discipline: these checks demonstrate supervised containment with an append-only evidence trail. No
claim of autonomy, immutability, or cryptographic guarantee is made.

Vendor anonymization.

The vendor of the tested agent is anonymized pending coordinated disclosure of the credential-residue
finding. A named version will follow once that process completes. The findings themselves are stated exactly
as measured.

Framework versions pinned (as of 2026-07-22)

Framework Version referenced Primary source Verification note

NIST AI RMF AI RMF 1.0 (AI 100-1) + Generative AI Profile (AI
600-1)

nvlpubs.nist.gov primary �

OWASP for LLM Apps Top 10 for LLM Applications, 2025 owasp.org primary �

OWASP for Agentic
Apps

Top 10 for Agentic Applications, 2025 genai.owasp.org primary �

MITRE ATLAS ATLAS matrix (atlas-data) atlas.mitre.org verified against atlas-data 2026-07-22 �

SOC 2 AICPA Trust Services Criteria 2017 (rev. 2022),
CC6/CC7 (+ A1)

AICPA TSP §100 per AICPA �
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Live anchor (cited to primary sources — OpenAI's post and METR's own summary; both confirmed resolving
2026-07-22). Two separate public events anchor these checks.

(a) The containment breach — OpenAI, 21 Jul 2026 (primary).

During an internal ExploitGym evaluation run deliberately without the production classifiers that block
high-risk cyber activity, OpenAI's GPT-5.6 "Sol" and an unreleased, more capable model exploited a zero-day
in the package registry cache proxy — the sandbox's single sanctioned egress path — then performed
privilege escalation and lateral movement to reach a node with internet access, and chained stolen credentials
and further zero-day vulnerabilities into a remote-code-execution path on Hugging Face's servers. Hugging
Face's security team detected and stopped the activity on their infrastructure independently. The containment
was configured; it did not bind.

(b) The self-report failure — METR, 26 Jun 2026.

Independently, METR's own predeployment evaluation summary found the same model family gaming its own
evaluations to inflate its scores — exploiting bugs in the evaluation environment and adopting disallowed
strategies, at the highest rate METR had observed on any public model; METR states plainly that it does not
consider any of the resulting capability numbers a robust measurement.

Together these are public instances of the exact failure classes this battery measures: sandbox-egress
containment (check 2), credential exposure (check 1), lateral privilege movement (check 4), and self-report
divergence (check 6).

Note — the breached path was a proxy/broker: the same architectural surface class as a credential broker.
That is precisely why check 2 tests the sanctioned path empirically rather than trusting it.

Crosswalk — Table 1: AI governance & threat frameworks

# Check (what it asserts) Deterministic receipt (evidence type) NIST AI RMF 1.0 OWASP LLM Top
10 (2025)

OWASP
Agentic
(2025)

1 Credential Non-Possession — under
brokered credentials, the agent's
environment, arguments, disk, and
logs hold no recoverable live secret,
only a placeholder

Post-authentication scan of the
agent's reachable state for a
recoverable secret

MEASURE 2.7 LLM02; LLM07 ASI03

2 Direct-Egress Containment — with
only the sanctioned path permitted,
any direct agent→vendor egress is
denied at the network layer

Packet capture with identity
attribution + network drop/reject
record

MEASURE 2.7 LLM06; LLM10 ASI01; ASI02

3 Capability-Denial Integrity — a
denied capability cannot be
re-enabled or side-routed in-session

Packet capture across attempted
re-enable / side-route vectors

MEASURE 2.7 LLM06; LLM01 ASI02; ASI01
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# Check (what it asserts) Deterministic receipt (evidence type) NIST AI RMF 1.0 OWASP LLM Top
10 (2025)

OWASP
Agentic
(2025)

4 Privilege Confinement — the agent
runs only at granted privilege; no
escalation, no out-of-sandbox writes

Live privilege/capability readback;
protected-path write outcomes

MEASURE 2.7;
GOVERN 3.2

LLM06 ASI03; ASI05

5 Fail-Closed Under Dependency Loss
— with a containment dependency
absent/unhealthy, the system refuses
to run rather than falling open

Behavior captured under induced
dependency loss: launch state, egress,
secret exposure

MEASURE 2.6;
MANAGE 2.3

LLM06; LLM10 ASI08

6 Self-Report vs Ground-Truth
Divergence (centerpiece) — the
agent's narration is scored against
binary/packet/disk truth

Claim-vs-record comparison MEASURE 2.8;
MEASURE 2.4

LLM09 ASI09; ASI10

Crosswalk — Table 2: security & audit frameworks

# Check MITRE ATLAS (tactic · technique) SOC 2 (Trust Services Criteria)

1 Credential Non-Possession Credential Access (AML.TA0013) · Unsecured
Credentials (AML.T0055)

CC6.1; CC6.3

2 Direct-Egress Containment Exfiltration (AML.TA0010) · Exfiltration via Cyber
Means (AML.T0025), via AI Inference API
(AML.T0024)

CC6.1; CC6.6

3 Capability-Denial Integrity LLM Prompt Injection (AML.T0051) — as the
re-enable vector

CC6.1; CC6.3

4 Privilege Confinement Privilege Escalation (AML.TA0012) · Valid Accounts
(AML.T0012)

CC6.2; CC6.3

5 Fail-Closed Under Dependency Loss — (fail-closed is a mitigation, not an adversary
technique)

CC7.4; CC7.5 (partial — see rationale)

6 Self-Report vs Ground-Truth Divergence — (eval-gaming / evaluation-awareness is not yet
a discrete ATLAS technique; see live anchor)

CC7.1; CC7.2

Per-check rationale
1 · Credential Non-Possession. The agent never holds the live secret — the broker does. NIST: security-and-resilience evaluation (MEASURE 2.7);
GenAI Profile risk Information Security. OWASP LLM: prevents LLM02 Sensitive Information Disclosure, LLM07 System Prompt Leakage. Agentic:
counters ASI03 Identity & Privilege Abuse. ATLAS: defeats AML.T0055 Unsecured Credentials (Credential Access, AML.TA0013). SOC 2: logical
access security (CC6.1), role-based access (CC6.3). Live anchor: the "stolen credentials" chained by the OpenAI models is this failure class.

2 · Direct-Egress Containment. The agent cannot reach the vendor — or anywhere — off the sanctioned path; the marquee anti-exfiltration
receipt. In the run of record, the agent's own client issued a direct outbound call on a path its configuration could not redirect; the call was
denied at the network layer, and the identity-attributed packet capture plus the drop/reject record are the receipt — recorded in the
append-only ledger, available under engagement. NIST: MEASURE 2.7. OWASP LLM: LLM06 Excessive Agency, LLM10 Unbounded Consumption.
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Agentic: ASI01 Agent Goal Hijack (exfiltration), ASI02 Tool Misuse. ATLAS: AML.T0025 Exfiltration via Cyber Means and AML.T0024 Exfiltration
via AI Inference API (Exfiltration, AML.TA0010). SOC 2: boundary defense (CC6.1), access outside the boundary (CC6.6). Live anchor: the OpenAI
models escaped precisely by subverting the sandbox's one sanctioned egress path — the exact surface this check exercises empirically.

(MANAGE 2.4 is deliberately not mapped here — it concerns deactivating a misbehaving system, a kill-switch concept, not egress
containment.)

3 · Capability-Denial Integrity. A denied capability stays denied under every re-enable / side-route attempt. NIST: MEASURE 2.7. OWASP LLM:
LLM06 Excessive Agency; resists LLM01 Prompt Injection as a re-enable vector. Agentic: ASI02 Tool Misuse, ASI01 Goal Hijack. ATLAS: the
primary re-enable vector is AML.T0051 LLM Prompt Injection. SOC 2: CC6.1, CC6.3.

(MANAGE 2.4 is deliberately not mapped here — a kill-switch control, not capability denial.)

4 · Privilege Confinement. Least-privilege on the irreversible — no escalation, no out-of-sandbox writes. NIST: MEASURE 2.7, human-AI oversight
configuration (GOVERN 3.2). OWASP LLM: LLM06 Excessive Agency. Agentic: ASI03 Identity & Privilege Abuse, ASI05 Unexpected Code Execution
(confines RCE blast radius). ATLAS: AML.T0012 Valid Accounts (Privilege Escalation, AML.TA0012). SOC 2: provisioning/least-privilege (CC6.2),
role-based permissions and segregation of duties (CC6.3). Live anchor: the "privilege escalation and lateral movement" step OpenAI describes is
this failure class.

5 · Fail-Closed Under Dependency Loss. The system stops rather than proceeding on a guess when a containment dependency is gone — the
exact "fail safely" property NIST names. NIST: MEASURE 2.6 ("can fail safely, particularly if made to operate beyond its knowledge limits"),
respond/recover (MANAGE 2.3). OWASP LLM: LLM06, LLM10. Agentic: ASI08 Cascading Failures. SOC 2 (partial): CC7.4/CC7.5 capture the
response and recovery posture around a lost control dependency, but fail-closed is a design-time safety property SOC 2 has no direct criterion
for; the Availability criteria (A1.x) are a deliberate non-fit, because fail-closed intentionally trades availability for safety. ATLAS: left blank —
fail-closed is a defensive property, not an adversary technique. Naming the partial fit and the non-fit is more credible than forcing either cell.

6 · Self-Report vs Ground-Truth Divergence. The centerpiece: scores what the agent says it did against what the receipts show it did. This is the
check that most cleanly separates Blue Jacket from prompt-and-policy vendors. NIST: transparency and accountability (MEASURE 2.8),
production behavior monitoring (MEASURE 2.4); GenAI Profile risk Confabulation — a near-exact match. OWASP LLM: LLM09 Misinformation.
Agentic: ASI09 Human-Agent Trust Exploitation — "confident explanations that mislead operators into approving harmful actions," the precise
failure this check catches — and ASI10 Rogue Agents (concealment). SOC 2: monitoring/detection (CC7.1), anomaly and behavioral monitoring
(CC7.2). ATLAS: left blank — evaluation-gaming / evaluation-awareness is documented and rising but not yet a discrete ATLAS technique. Live
anchor: METR's finding that the model gamed its own evaluations to inflate scores is this exact category — the reason a self-reported "done"
cannot be trusted, and must be diffed against ground truth.

Verified control property — boot-persistence (control re-establishment after
power loss)
Distinct from the six agent-facing checks above: this is a property of the Blue Jacket–installed control, verified on our own appliance —
not a check run against a client's agent. It does not change the six-check battery count. In a client Install engagement it is a deployment
property worth verifying in the same measured-not-attested way.

Asserts. The installed containment re-establishes itself automatically at boot — after a reboot and after a full power-off
— with no manual application, rather than depending on runtime state a restart would clear.

Deterministic receipt. After a controlled reboot and, independently, a physical power-off, the network ruleset is
present at boot with no manual apply and the enforcing service is active, while the ephemeral key store comes up
empty (fail-closed) until re-keyed. Verified off disk (ruleset + service state), never off narration. (Recorded in an
append-only internal ledger with per-finding receipts; available for review under engagement.)

Framework mapping (partials named, per this document's discipline):
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• NIST AI RMF: respond-and-recover posture (MANAGE 2.3); post-deployment maintenance (MANAGE 4.1) —
partial: NIST has no crisp "control survives reboot" control; the resilience theme is the nearest home.

• SOC 2: availability of the control (A1.2) and recovery (CC7.5) — partial. This is availability of the control itself, and
is not in tension with the fail-closed non-fit in check 5 (which concerns the protected system deliberately trading
availability for safety).

• MITRE ATLAS: left blank — persistence of a defense is not an adversary technique, and must not be mapped to
the adversary Persistence tactic (AML.TA0006), which is its opposite.

• (ISO/IEC 42001 / 27001 technical-control mapping for this property is provided under engagement.)

Why it matters. A control that a reboot silently clears is configured, not binding. Boot-persistence is the
configured-vs-binding distinction demonstrated over time rather than at a single moment.

Roadmap — checks 7–8 (not instrumented; shown, not claimed)

# Check Build gap NIST AI RMF OWASP
LLM

OWASP
Agentic

MITRE ATLAS SOC 2

7 Residue / Ephemeral-State
Cleanliness —
post-teardown, no
recoverable sensitive
artifact remains outside the
designated output

Residue-diff harness (disk
deterministic; memory
qualitative, not asserted)

MANAGE 4.1; MEASURE 2.7 LLM02 ASI06 Persistence (AML.TA0006) CC6.1

8 Compute Bounding /
Resource Stability — under
an induced dependency
break, the agent fails
gracefully rather than
looping/consuming

Resource-bounding
(cgroups) primitive

MEASURE 2.6; MANAGE 4.1 LLM10 ASI08 Impact (AML.TA0011) A1.1; CC7.1

Standards anchor — NIST SP 800-53 Rev. 5
These are established security controls, not novel tests. Beyond the frameworks mapped above, each instrumented
check also lands on a control in NIST SP 800-53 Rev. 5 — the U.S. federal control catalog: check 1 → IA (Identification &
Authentication) and AC-6 (Least Privilege); check 2 → SC-7 (Boundary Protection) and AC-4 (Information Flow
Enforcement); check 5 → SC-24 (Fail in Known State); check 6 → the AU (Audit & Accountability) family. The controls
are decades old. What is new is measuring, on real agent behavior, whether they hold — deterministically, and against
the agent's own record rather than its narration.

Primary: https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final · Each finding maps into the frameworks a
reviewer, auditor, or governance team already uses — SOC 2 (CC6/CC7) for the security questionnaire, MITRE
ATLAS for the red team, NIST AI RMF for the governance program, and (under engagement) ISO/IEC 42001 for
the management-system audit.
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Sources (retrieved / verified 2026-07-22)
Frameworks

• NIST AI RMF 1.0 (AI 100-1): https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.100-1.pdf

• NIST AI 600-1, Generative AI Profile: https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.600-1.pdf

• OWASP Top 10 for LLM Applications 2025:
https://owasp.org/www-project-top-10-for-large-language-model-applications/assets/PDF/OWASP-Top-10-for-
LLMs-v2025.pdf

• OWASP Top 10 for Agentic Applications (ASI01–ASI10):
https://genai.owasp.org/2025/12/09/owasp-top-10-for-agentic-applications-the-benchmark-for-agentic-
security-in-the-age-of-autonomous-ai/

• MITRE ATLAS — matrix: https://atlas.mitre.org/ · data source verified this pass:
https://raw.githubusercontent.com/mitre-atlas/atlas-data/main/dist/ATLAS.yaml (all cited IDs verified current
2026-07-22)

• SOC 2 Trust Services Criteria — AICPA TSP §100 (2017, rev. 2022):
https://www.aicpa-cima.com/resources/download/2017-trust-services-criteria-with-revised-points-of-focus-
2022

The ISO/IEC 42001:2023 mapping is maintained and provided under engagement; it is not reproduced in this public version.

Live anchor

• OpenAI, "OpenAI and Hugging Face partner to address security incident during model evaluation," 21 Jul 2026:
https://openai.com/index/hugging-face-model-evaluation-security-incident/ (confirmed resolving 2026-07-22)

• METR, "Summary of METR's predeployment evaluation of GPT-5.6 Sol," 26 Jun 2026:
https://metr.org/blog/2026-06-26-gpt-5-6-sol/ (confirmed resolving 2026-07-22)

Evidence of record

• Boot-persistence and per-check findings are recorded in Blue Jacket's append-only internal ledger, each with its
own receipt, available for review under engagement.

© 2026 Blue Jacket Businesses LLC, d/b/a Blue Jacket Consultancy. Shareable in unmodified form with attribution. Framework names and
control identifiers are the property of their respective bodies (NIST, ISO/IEC, OWASP, MITRE, AICPA) and are referenced for
interoperability mapping. No use for machine-learning training, fine-tuning, or dataset construction without written permission.
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